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INTEGRATION COVERAGE MATRIX
Provider integrations available across HiddenLayer product modules.

AI 
DISCOVERY
Find and inventory AI assets across 
your environment

AI SUPPLY 
CHAIN
Scan and secure models from 
registry to deployment

•	 Discover catalogs, schemas, models, 
and serving endpoints

•	 Surface in-production and 
in-development models

•	 Support multiple Databricks 
workspaces per tenant

•	 Detect new model versions and queue 
unscanned models for review

•	 Scan models for threats and 
vulnerabilities

•	 View scanned models in 
the HiddenLayer model 
inventory

•	 Tag model versions with 
scan results and threat 
severity

•	 Move unsafe models to 
a quarantine catalog or 
schema

•	 Promote safe models to an 
approved catalog or schema

•	 Discover agents and models across 
AWS Bedrock

•	 Discover endpoints and models across 
AWS SageMaker

•	 Discover agent runtimes, memory, 
endpoints, tool gateways, and policies 
across AWS Bedrock AgentCore

•	 Surface in-production and 
in-development AI assets

•	 Configure via Basic setup 
(CloudFormation) or Advanced setup 
(IAM trust & managed policy)

•	 Scan models on download 
from Artifactory repositories

•	 Block download of models 
that fail scanning

•	 Allow safe models to 
proceed to the requester

•	 Integrate model scanning 
directly into CI pipelines

•	 Scan models stored in a 
repository, Amazon S3, 
Azure Blob Storage, or 
Hugging Face

•	 Fail the pipeline 
automatically if a model is 
flagged as malicious

•	 Post scan results directly to 
pull requests

•	 Export results in SARIF 
format and upload to 
GitHub Security

•	 Asset discovery for Azure environments 
— capabilities coming soon

•	 Integrate model scanning 
into Azure Pipelines via a 
marketplace task

•	 Scan models stored in a 
repository, Amazon S3, 
Azure Blob Storage, or 
Hugging Face

•	 Fail the pipeline 
automatically if a model is 
flagged as malicious

•	 Export results in SARIF 
format, compatible with 
GitHub Advanced Security

•	 Support community scan 
for Hugging Face, S3 
presigned URLs, and Azure 
Blob SAS URLs
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AI RUNTIME 
PROTECTION
Detect and respond to threats at 
inference time

•	 Scan LLM inputs and outputs in 
real time

•	 Block prompt injection and 
policy-violating content

•	 Redact PII before it reaches the model 
or is returned to the user

•	 Suspend agents on threat detection

•	 Integrate guardrails natively into the 
LiteLLM proxy gateway

•	 Scan inputs before the LLM call, outputs 
after, or both in parallel

•	 Block prompt injection and policy-
violating content

•	 Automatically redact unsafe content 
before it reaches the application

•	 Route scans to specific HiddenLayer 
projects per request

•	 Scan LLM inputs and outputs inline via 
APIM policy

•	 Block prompt injection and 
policy-violating content

•	 Redact PII before it reaches the model 
or is returned to the user

•	 Suspend agents on threat detection

•	 Drop-in guardrail wrapper for the OpenAI 
Agents SDK

•	 Scan agent inputs, outputs, and every 
tool call automatically

•	 Block prompt injection and policy 
violations across agent and tool 
execution

•	 Redact sensitive content from inputs 
and outputs (beyond native OpenAI 
block-only support)

•	 Scan and enforce policy on MCP server 
tools at discovery time

•	 Support safe streaming with guardrail 
enforcement on final output

•	 Forward runtime convictions to Sentinel

•	 Ingest detections into Log Analytics for 
KQL queries and alerting

•	 Middleware guardrail for LangChain and 
LangGraph agents

•	 Scan and block or redact LLM inputs and 
outputs

•	 Intercept model and tool requests and 
responses via wrap-style hooks

•	 Support sync and async agent 
execution

•	 Note: streaming guardrails not currently 
supported — use invoke() for full 
protection
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